Rules of Behavior for non-public users of E-Filing Systems

The following ‘Rules of Behavior’ apply to nonpublic users of FTC E-Filing Systems. These rules are
consistent with applicable security policies and procedures and apply to users at their primary
workplace and at any alternative workplaces (e.g., telecommuting from home or from Satellite site).
They also apply to users on official travel.

System Access

e | will access FTC E-Filing systems only when authorized to do so and only for authorized
purposes.

Passwords and Other Access Control Measures

e | will protect passwords from disclosure, | will not share passwords. | will not provide my
password to anyone, including system administrators or E-Filing Help Desk. | will not record
passwords on paper or in electronic form and store them on or with workstations, laptop
computers, or portable electronic devices. To prevent others from obtaining my password via
“shoulder surfing,” | will shield my keyboard from view as | enter my password.

e | will promptly change a password whenever the compromise of that password is known or
suspected.

e | will not attempt to bypass access control measures.

Data Protection

o | will log off or lock my workstation or laptop computer, or | will use a password-protected
screensaver, whenever | step away from my work area, even for a short time; | will log off when
| leave for the day.

e | will not access, process, or store non-public Information that has not been authorized for such
processing.

e | will abide by the privacy and use restrictions of E-Filing systems protecting confidential,
sensitive, or personal information (examples may include non-work contact information,
medical record, trade secrets, etc.) from disclosure.

Incident Reporting

o | will promptly report IT security incidents or problem to the E-Filing systems Help Desk at 703-
934-3515 or ftcefilesupport@icfi.com.

Accountability

e | understand that | will be held accountable for my actions while accessing and using FTC E-Filing
Systems.
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Acknowledgement Statement

I acknowledge that | have read the rules of behavior, | understand them, and |
will comply with them. | understand that failure to comply with these rules
could result in disciplinary actions, criminal or civil prosecution or termination.

Name of user:

Check appropriate box:
] FTC Employee

'] FTC Contractor — Organization Name

Work Email Address:

User’s Signature: Date:
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